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IG TOOLKIT REVIEW PANEL WORKSHOP 

22 October 2012 

Workshop Notes 

In Attendance 

Phil Walker - Head of Information Governance & Standards Policy, DH (Chair) 

Carol Mitchell - Head of information Governance, NHS CB 

Marie Greenfield - Head of Information Governance Delivery, DHID 

Francesca Driver – Senior Information Governance Officer for Adult Social Care in 

Essex County Council 

Adam Tuckett – Head of IG, Avon IM&T Consortium 

Robert Irwin – Head of IG, Blackburn Care Trust  

Barry Moult – IG Manager, Chair of East of England SIGN, West Suffolk Hospital 

Rees Millbourne – Head of IG, Colchester Hospital University NHS Foundation Trust 

Jo Andrews – IG Manager, Ealing Hospital NHS Trust 

Melaina Robinson – Clinical IS Manager, Nottinghamshire Healthcare NHS Trust 

Caroline Squires – IG Manager, Yorkshire Ambulance Service NHS Trust 

Laila Abraham – Head of Governance, East of England Ambulance Service NHS 

Trust 

Wendy Harrison - Information Governance Specialist, acting IG Manager, NHS 

Airedale, Bradford & Leeds 

Tony Haworth- Head of Information Governance, Health Protection Agency 
Deborah Pallant – Head of IG, Nottinghamshire PCT 

Dawn Foster – Head of IG, Health and Social Care Information Centre 

Kathy Mason – Director of Information Strategy and Implementation, NHS CB 

Rachel Greening - Group Information Governance Manager, Nuffield Health 

John Prouse – Head of Information Governance & the Group Caldicott Guardian, 

BUPA 

Stephen Hinde - Head of Information Governance & the Group Caldicott Guardian, 

BUPA 

Carl Starbuck – Information and Knowledge Manager, Leeds and York Partnership 

NHS Foundation Trust 

Christina Munns – IG Delivery Manager, Information Security and Risk, DH 

Margit Veveris – Programme Support Manager, NHS CB (note taker) 

 

A brief introduction to the objectives of the workshop was given – i.e. to help the 

Review Project Team to agree the questions for a general consultation.  The group 

were asked to consider questions in the context of their organisation, whether 

questions make sense and were they straight forward to answer.  The workshop 

would test the questions by asking panel members to give their answers to the 

consultation as well. 



2 

 

The Toolkit is in its 10th year of use and on version 10.  Preparations are being made 

to release version 11.  As part of the preparation to the changing NHS landscape, 

there is an opportunity to review the Toolkit to see whether it is fit for purpose.  It is 

currently a pretty well established mechanism for information governance and any 

changes to this process will take time. 

Current Strategic Objectives 

IGT provides an important context to the strategic objectives listed.  Phil Walker gave 

a short overview and an explanation to these.  Views on the current objectives were 

sought from everybody – do these feel relevant, meaningful and current in the 

changing world. 

It was agreed that all of the stated strategic objectives remained important and 

relevant, but some changes and additional objectives were suggested: 

 Alteration to the first objective to embrace those in the independent sector - 

the toolkit to be applicable across the whole health and social care sector 

including local authorities and the private sector; 

 There is a need to support the sharing of information along the care pathway 

securely and safely to achieve safe care;  

 There is a need to achieve cultural change and embed IG within organisations 

and within business processes to support patient care related objectives; 

 There is a need to ensure that all parts of the care system provide reliable 

assurance as a building block for information sharing and building trust so that 

information sharing agreements are not needed. 

 There should be a single assurance mechanism. If it is to be the IGT then it 

should serve all assurance purposes without overlaps and duplications. 

 Need to provide assurance to public/customer base and to inform the public of 

the organisational performance linked to IG. 

 

Question 1 

How well do you feel the IGT currently meets the listed strategic objectives 

and any additional objectives that you have identified?  Does the IGT provide 

you with adequate assurance regarding the different aspects of an 

organisations’ IG?  How could it be improved or supported to provide a more 

robust assessment of performance? 

It was agreed that the IGT was certainly capable of meeting the identified strategic 

objectives but would need to be improved to address the additional objectives that 

were identified.  There was general agreement that the IGT is a brand now, which 

we do not want to take away.  Organisations are keyed into it. It was also agreed that  

year on year stability was important and the framework provided by the IGT provides 
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a good improvement tool. Wendy Harrison said that she carried out a snapshot 

survey amongst GP Practices and that 91% of the respondents felt that the IGT was 

a useful tool to raise awareness in their practice. They did say that it should be less 

about legislation and more about improving standards in patient care.  Barry Moult 

also sought views from East of England organisations.  All respondents came back 

saying that the toolkit is fit for purpose/meets the objectives. It is a good driver for 

their organisations and meets the requirements. It is also a good measurement for 

other organisations. The respondents to the survey felt that there were no objections 

for continuation, but some radical changes were suggested. 

It was agreed that the IGT effectively supports the current strategic objectives, but 

will need to evolve to support the new proposed objectives (information 

sharing/embedding of the IG culture in organisations/organisations providing 

assurance to obtain the trust of other organisations). 

The group was asked to consider how the IGT could be improved to address the 

additional objectives. For example, to support information sharing – are the 

questions in the toolkit right. New requirements could be created with a focus on 

what organisations should be doing rather than what they shouldn‟t to drive 

increased information sharing.  What other mechanisms are we missing that could 

drive data sharing?  Caldicott2 review may give us some more requirements.  Is 

there anything that could be placed alongside the toolkit?  It was felt that there are 

overlapping requirements for IG from other assessments.  For example, the CQC 

assessment includes the records management standard, which is overlapping with 

the IGT.  The toolkit could help to determine what the CQC requirements are and 

could be incorporated within them.  

From the Local Authorities point of view, there is a degree of overlap between the 

IGT and other assurance mechanisms. IGT should be seen as a single source for IG 

assurance (to be added as another strategic objective). It was very difficult to meet 

requirements around information sharing agreements with many organisations 

adopting different approaches. Where the IGT is completed, it is easy to enter into 

these types of agreements, but it is more difficult with the Police and others like the 

Health Protection Agency.   

The group was asked to consider the issue of IGT completion being seen by some 

as a tick-box exercise. Some have suggested that completing the toolkit is a „feeding 

the beast‟ exercise. There was a strong view in the group that this shows that IG is 

not embedded in the organisation.  IGT is a great tool and if it is used effectively it is 

not by feeding the beast. The toolkit requires evidence to exist, those that find this 

onerous are not gathering evidence as they deliver improved IG, they are 

manufacturing it to feed the beast.  This message needs to be changed and 

communicated out.   
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One suggestion, particularly for small organisations, was to have a monthly e-mail to 

all users to look at different requirements – i.e. to make a toolkit more of a proactive 

tool rather than an annual one-off.  It helps to drive the focus.  Monthly guidance and 

reminders to users would be beneficial.  In addition, the toolkit should provide them 

with tools to complete the questions.   

The group was informed that the previous workshop had suggested mandatory 

audits and the group‟s views were sought.  There was a strong message from 

internal auditors that the Board absorbs the suggestions and the IGT compliance is 

not improved. We have to bear in mind the time allowed for internal auditors to look 

at the toolkit and how much money is spent on the internal audit.  IGT does not show 

that IG is being embedded in the organisation.  Auditors need to be directed to look 

for that evidence.  Auditors are not properly trained and confidence is required in 

them.  Suggestions to improve audits: 

 An accreditation to audit the IGT, a certificate showing their qualification, 

could be established.    

 Peer audits could take place in other trusts.   

 New guidance to auditors/accredited auditors should be issued.   

 Online training for auditors. 

 Define who should get the audit done and the cost of the audit.  

 Commissioner to require it as part of the contract.   

 If it was written into the toolkit, that an independent auditor has to be used, 

then organisations will be compliant.   

 In every audit undertaken at the organisation there is a requirement to look at 

IG.  Every audit looks at a different part of the toolkit.  At the end of the year 

the whole toolkit is audited.  Some of the audits come from the risk register.  

Every year the risk committee sets the audit plan. 

 

Auditors can be pedantic and quite often senior management is not happy with their 

approach.  We need to balance out the components of the audit so that the 

organisations are not audited to death.  CQC audits of records management for 

example should be accepted by other auditors. 

The workshop agreed that the wording of Question 1 is to be kept as it is. 

Question 2 

Are there any other practicable ways/alternative mechanisms/data that you 

currently use, are aware of or might suggest for meeting the objectives from 

Section 1 (either individually or collectively) that might prove equal or superior 

to the IGT?  What are the pros and cons of each e.g. would any identified 

alternative mechanisms for delivering effective IG, reporting performance and 

satisfying the objectives require more or less resources? 
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Some alternative tools were identified: IAMM /SPF/Security ISO if it is well scoped. 

The group was asked to consider alternatives to the IGT. It was noted that the HPA 

is looking at the government‟s Security Policy Framework and the Cabinet Office 

Information Assurance Maturity Model. However, there are not that many people 

who have experience with these different approaches. It was noted that those who 

had worked with more than one generally agree that the IGT is easier to use, 

provides a more robust assessment and covers a broader IG agenda than the 

others.  The ICO staff who look at the various assurance tools as part of their audits 

of organisations prefer the IGT. 

BUPA is contractually required to meet ISO 27001 in some cases and also to meet a 

similar financial standard. From their perspective there is no tool out there that fully 

meets all requirements, but pulling all tools together covers all aspects.  They have 

cross-matched the IGT with other standards and have identified where requirements 

are covered within the toolkit and BUPA use the IGT to drive improvements rather 

than the other tools. ISO 27001 is very IT-centred and comes at a big cost.  The 

positive aspect of ISO is that you are internally regulated and audited as part of the 

ISO and it keeps the momentum going. Robert Irwin, who is an ISO 27001 Lead 

Auditor added that the ISO does not address the whole IG agenda.  There is also an 

issue around credibility for ISO 27001 as it can be scoped around a single room and 

people then display signs saying they have been accredited.   

The ICO promoted a records management tool in education – JISC.  This could be 

as a component of IGT and could be incorporated into the toolkit but some felt using 

multiple tools would be a retrograde step.   

It was agreed that Question 2 makes sense and no suggestions were made to 

change the wording. 

Question 3 

What assurance do citizens and service users require that their information is 

kept safe?  How might it be best to provide this assurance?  What role might 

the IGT or any alternative assurance process play in this? 

There was a strong opinion that we should be providing assurance to citizens.  IGT 

is perhaps not the best tool for that.  Would citizens understand what IG means?  

Everybody could get a certificate they can display in the organisations to showcase 

that they handle information securely – pharmacists/dentists etc.  Members of the 

public can see it and it needs not to be wordy (such as we look after your 

information).  In large Trusts they have to include data losses in their annual report, 

which is a very negative message.  These may be very small data losses, but it still 

gives out a negative message.  We should be more positive about IG. 
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One suggestion was to have an equivalent to the star rating the public is used to 

similar to the way energy efficiency ratings are communicated, perhaps with ratings 

published on NHS Choices.  Results from the toolkit could be interpreted into this in 

a consistent way.  The current satisfactory or not result in the IGT was not the best 

way to measure compliance and neither was the full IGT assessment.  We have to 

be mindful of varied age ranges and disabilities to make sure that the rating fits a 

whole range of people.  It was noted that at the previous workshop it was also noted 

to keep things simple.  One rating does not tell you a lot, but if it is put into a simple 

data sharing/data quality terminology, it may be an effective measure. 

Overall there was not strong support for star ratings but it was suggested that some 

form of performance assessment might be necessary in the current climate. One 

view was that the IGT may become more of a tick box exercise if organisations 

aspire to the star rating.  It was also thought that a rating refers to a specific point in 

time.  There is an appetite out there to be able to trust us, but it should be automatic.  

Stars do not stop from incidents happening.  You get judged on the media coverage.  

It would be good to have branding, but it should not be saying that every bit of your 

data will never get compromised. As long as you are signed up to an IGT, that 

should be sufficient.  IGT should include a requirement to tell people how their 

information is looked after.   

It was decided that this question was difficult to solve and that we should ask the 

public.   

Suggestion was made to re-word the question – “As a user of health service, would 

you like to see any assurance and how would you like to see it?”  and “Do you feel it 

is important?” – ask a direct question. 

IG needs to be focussed more on the citizen as the owner of their data.  The IGT is 

very much about what you should not do rather than what you should.   

Question 4 

What central support should there be (e.g. helpdesks, workshops, e-learning, 

specialist networking groups, newsletters etc) for the assessment process and 

those working in IG related areas? 

As SHA‟s and PCT‟s are being abolished and as there will be relatively small central 

teams, how could we best deploy central resources?  Is it more about getting to 

people at their workplace (webinars)?  There was an agreement that clear central 

guidance on what to do in specific circumstances is very helpful.  It also helps to 

have a clear policy with guidance attached.  At the moment there is conflicting 

guidance and difficulty in interpreting guidance, such as what is right and what is 

wrong.  It may come down to individual organisation‟s risk assessment, but clear 

guidance is important.  
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Ideally there should be a regional specialist – named person attached to the IGT.  

People appreciate that support.  Networking was generally accepted to be valuable 

and central support would be helpful.   

Caldicott Guardian Council works on the principle that queries are reviewed and 

answers formulated.  It was thought that this kind of approach does help, but it has to 

be applied to each individual organisational setting.  Suggestions for help were: 

 Self-help through networking 

 Central point for queries. 

There was a view that the IGT website is static and so is the newsletter.  There is no 

interaction – it‟s one way and then there is a wait for a reply.  People expect 

interaction and rapid responses. One suggestion was to create videos on how to fill 

in the IGT.  This could be done with attached scenarios. A number of things for self-

help were mentioned - NIGB collaborative network, the front page of the IG Toolkit, 

for the latest news to be placed on the front page. 

No changes to the formulated question were suggested. 

Question 5 

How might we provide you with improved and/or more cost effective tools that 

help you meet any or all of the objectives listed or identified by yourselves? 

(Could be through the IGT or any other mechanism.) 

The group was asked whether there were any other tools that help people with the 

work that may be shared nationally. Some better exemplar material could help.  An 

index and effective search functionality would be beneficial. East Midlands Danny 

Durong videos/posters were also mentioned as a good tool as the organisation can 

add their own logos.  Some of the information on the ICO website, such as the 

privacy campaign is also a good tool with the ability to add an organisation‟s logo to 

the material.  The Chelsea and Westminster IG game was also mentioned as a good 

resource that could be more widely shared.   

It was noted that Addenbrookes has been working on a tool to support the 

maintenance of an information asset register in partnership with a private company 

(DATEX).  If there was a national product like this developed, we could pay once and 

make it available to the whole health care sector. Similarly there are 

pseudonymisation products being sold at £30k, which are not very good value.  

There might be a role for the centre in facilitating collaborative working and 

purchasing. 

The question was deemed clear and important and would give us the responses we 

require. 


