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TERMS OF REFERENCE: REVIEW OF THE INFORMATION GOVERNANCE 

TOOLKIT 

The Information Governance Professional Leadership Group hosted by the NHS 

Commissioning Board is committed to conducting a strategic review of the Information 

Governance Toolkit, considering the fitness for purpose of this tool in the new NHS and 

social care landscape. 

1.  Background 

The first version of the Information Governance Toolkit was produced jointly by the 

Department of Health and the NHS Information Authority in 2004. Following the closure 

of the NHS Information Authority, responsibility for the toolkit passed to the Digital 

Information Policy Team at NHS Connecting for Health. The toolkit has been amended 

and improved annually and is currently operating with version 10. It was reviewed by 

NHS Connecting for Health in 2008 as part of the Information Governance Assurance 

programme commissioned by Matthew Swindells and the IGAP report was presented 

by Richard Jeavons to Christine Connelly and the IGT signed off as fit for purpose. It 

was also subject to an extensive functional review in 2010 by information governance 

staff – over 5,000 questionnaires submitted and many workshops etc held. The 

resulting v8 of the IGT included many functional changes requested by the service. 

The Information Governance Toolkit is an existing approved Information Standard. It is 

an online performance tool produced by the Department of Health to support 

organisations to meet their information governance obligations and to enable 

organisations to measure their performance against the information governance 

requirements.   

The IGT is currently the vehicle through which a range of strategic policy objectives are 

met. These include: 

 Satisfying the Cabinet Office requirement for DH to provide assurance that all 

parts of the NHS are meeting mandated data handling standards, including 

encryption, staff training and information risk management structures. 

 Providing the assessment of information quality legally required under Quality 

Account Regulations. 

 Supporting the accountability and transparency agendas by requiring 

organisations to assess and publish performance against a standard framework 

which enables comparisons. 

 Providing organisations that process NHS patient data with a clearly presented 

and peer reviewed roadmap to effective information governance. 
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There is additional functionality that supports the strategic policy objective of uniform 

and comprehensive data loss and confidentiality breach incident reporting that is in 

development. 

The IGT currently has two functional aspects: 

 It provides interpretative advice and guidance 

 It provides NHS organisations with a means of self-assessing performance 

against key aspects of IG.  

The toolkit contains a set of initiatives: 

o IG management 

o Confidentiality and Data Protection assurance 

o Information security assurance 

o Clinical information assurance 

o Corporate information assurance 

 All organisations that fall under the responsibility of DH are required to carry out self-

assessments of their compliance against the IG requirements. Since 2010/11, NHS 

Trusts have also been required to include their information governance performance 

assessment within their audit programme. There are different sets of information 

governance requirements for different organisational types with a basic set of 

requirements for small or large organisations tweaked through consultation to ensure 

relevance.  

In addition, other organisations, which have access to NHS patients and/or their 
information, provide services directly to NHS and have access to NHS Connecting for 
Health services, are required to self-assess for IG compliance using the tool and to sign 
an assurance statement that additionally commits them to audit by the centre if 
required.  The toolkit is also used in local government, but is not mandated. 

The purpose of the assessment is to enable organisations to measure their compliance 

against the law and central guidance, and to see whether information is handled 

correctly, and protected from unauthorised access, loss, damage and destruction. The 

tool is based on annual self-assessment.  For the larger organisations, baseline 

assessments are usually required in July, followed by an update in October and final 

submissions in March. 

A minimum level of performance assessed using the IGT, is a contractual requirement 
for NHS Trusts, those they contract with and pharmacies, Where partial or non-
compliance is revealed, commissioners should ensure that provider organisations take 
appropriate measures, (e.g..assign responsibility, put in place policies, procedures, 
processes and guidance for staff), with the aim of making cultural changes and raising 
information governance standards through year on year improvements. A DH strategic 
objective, working through the NHSCB, is to extend contractual obligations to cover 
GPs and other bodies not currently bound in this way. 
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An important aim is to demonstrate that the organisation can be trusted to maintain the 
confidentiality and security of personal information. This in turn increases public 
confidence that „the NHS‟ and its partners can be trusted with personal data. 

2. The Reason for the Review 

The main reasons for this review are: 

 To establish whether the IG Toolkit remains fit for purpose; 

 The current absence of effective or applied regulatory levers; 

 The whole system costs and benefits of supporting the tool; 

 All existing information standards are to be reviewed as part of the information 
standards programme to ascertain whether they will become a NHSCB 
published standard. 

3. Objectives of the Review 

One of the main objectives of the IG Professional Leadership Group is to ensure that 

the accountability for information governance is in place within the new organisational 

structure of the NHS and its stakeholders. 

The NHSCB and the SofS have the responsibility to publish information standards and 

as the IG toolkit is an established standard we need to ensure that it will be fit for 

purpose in the new system. 

The IG Toolkit review will: 

 Establish a list of stakeholders who will have an interest in this review and whose 

views should be sought; 

 Consider the strategic objectives that the IGT currently supports and consider 

whether these objectives remain relevant; 

 Identify any alternative mechanisms for meeting the strategic objectives and 

consider the implications of no longer supporting the use of the IGT; 

 Consider the costs associated with meeting the strategic objectives and ensuring 

effective local IG both through the IGT and through any viable alternative 

mechanisms;   

 Consult to obtain balanced views on the IGT from users and IG experts. 

 

Although not the main focus of this review, information will likely be received on specific 

elements of the IGT and on options for evolving and enhancing the tool. This 

information will be recorded and made available to the Delivery team responsible for 

any future development of the IGT or any replacement products. 

 

Similarly, views may be expressed by those consulted on non-compliance and possible 

penalties for poor IG performance. Any suggestions or views will be fed in to the work 

of the IG Professional Leadership Group and its Standards and Levers working group. 

 



 

4 
 

4. Criteria for the Review 

The IG Toolkit Review will use the following criteria and principles in its workings: 

 The strategic review will be impartial; 

 It will use a set of clear questions, the answers to which will provide a meaningful 

set of answers for the final report; 

 It will consider examples of both – good and bad examples of practice – in its 

recommendations. 

 

5. Timescale 

The proposal for the review is to be discussed at the first meeting of the IG Professional 

Leadership Group thematic subgroup of “Strategy Regulation and Levers” on 16 August 

2012 and subject to the approval of Terms of Reference for the review, to be concluded 

by the end of February 2013 with a report to be presented at the March 2013 IG 

Professional Leadership Group. 

 

6. Membership of the Review Team 

The review team will manage and conduct the review and should have a range of skills.  

Any conflict of interest should be explicitly noted early in the process, and steps taken 

to ensure that these do not impact on the review process. 

The review will be led by the Chair of the IG Professional Leadership Group and the 

Transition Director for Open Information (NHSCB). 

The membership of the review team should include representation from the following 

organisations/areas of expertise: 

 NHSCB IG Lead 

 DH IG Lead 

 IG expert from social care 

 IG Toolkit user representative- for the different toolkit types e.g. acute, mental 

health trusts, GP‟s etc. ( use existing IG networks such as SIGN groups) 

 CQC representative 

 Internal Audit representative 

 Caldicott Guardians‟ representatives 

 Deputy CIO representation from SHA‟s 

 Corporate Governance Representative 

 Representative from the Information Standards development team 

 CCG Representative 

 Public Health Representative 
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7. Output 

The review will produce a report and a set of recommendations for the approval at the 

IG Professional Leadership Group.  Recommendations made should be supported by 

reasonable justifications.  The review will reflect any changes as a result of the 

Caldicott review. 

The report should recommend whether the IG toolkit should continue as the standard 

for information governance.  The recommendations from the review will have to be 

approved by the NHSCB and by the DH ERD. 

 


